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Please insert removable storage media contating the Startup Key or The Recovery Key.
Then press ENTER to reboot.



To start this computer, type its 48-digit BitlLocker Drive



This computer system disk volume has been locked by BitLocker
Drive Encryption. The files in this volume are encrypted and
cannot be recovered without the BitLocker Drive Encryption
recovery key or recovery password.

If you have the correct BitLocker Drive Encryption recovery key
or recovery password, click Escape to reboot.

To permanently erase the unrecoverable files and reinstall
Windows: insert your Windows product CD and then restart the
computer.



Spectrum Of Protection

&

TPM Only
“‘What it is.”

Protects against:
SW-only attacks
Vulnerable to: HW
attacks (including
potentially “easy”

HW attacks)

&

Dongle Only
“‘What you have.”

Protects against:
All HW attacks
Vulnerable to:
Losing dongle
Pre-OS attacks

kkkkkkk

TPM + PIN
“‘What you know.”
Protects against:
Many HW attacks

Vulnerable to: TPM
breaking attacks

@+ Dongle

“Two what |
have’s.”
Protects against:
Many HW attacks
Vulnerable to: HW
attacks




SharePoint Server 2007
Document Library

m.’ - |ﬁ,htt|:-:Il',l'-:-:ntosc-ll'Shared%ZDDocumentsfForms,l'P.IIItems.aspx

V| 2> > | re Search

"~ Protected document libraries Wk - B B [P - oo - @- B w B
o . . = - Contoso > Shared Documents
Policy applied at document library level |2l Shared Documents

~ Protects document on download Vew All itz Content.__| | Share a document wifs the team by addng t o this doament lorary.
Document protected to user e ——
Information searchable on server S e o

- Sticky permissions : Tasks ) Merketing Campaign 2003 1171512009 8:53 P
Set fine-grained usage policy on usage "7 i ——

information (Rights Managemgn

~ File format specific
Out-of-the-box support f }?

3 & Information Rights Management (IRM)

- | B -

POWe r PO I n t I n ie) T = IRM helps protect sensitive files from being misused or distributed without [¥] Restrict permission to documents in this library on download:
e - — ] permission once they have been downloaded from this server, Learn more Pemissh icy tile:

y about IRM. mission policy title:

Contoso Financial > Shared Documents > Settings > Information Rights Management Settings

A Information Rights Management Settings

Contoso Confidential

Example: Company Confidential
Permission policy description:
This document contains confidential information

Example: Only discuss the contents of this document with other
employees

[T] Allow users to print documents
[¥]Users must verify their credentials every:
30 days
[1Do not allow users to upload documents that do not support IRM
[¥] Stop restricting permission to documents in this library on:
12/31/2006 B

ok ] [oconcel ]



B EUL-{66a394bd;kDe37;k46be;kadcaska9aft52fcf723-f05CF 3DD3;k57CD; k4CFD;k8220;k51C511E3206A]-.
Fle Edit Format View Help Message |

<orML xmlns="" version="1.2" purpase="Content-License"><BODY Type="LICENSE" (=

version="3.0"><ISSUEDTIME>2003-08-07T19:11</ISSUEDTIME><DESCRIPTOR><0BIECT =
Type="Cantent-L1cense"><ID Paste Bz u-|A-P-= 2] | gt eea] e 2 sature -
type="M5-GUID">{d4cOdash-54db-4755-a050-b501137a0€06} </ ID></0BIECT></DESCRIPTOR><ISSUER><0B] L s i —=: el e s

ECT typ M5-DRM- server"><ID =
typE;R’ég;GUID >{663394hd 0e37-46be-adca- aQBfGSZfEf?Z}</ID>-<NAME>EXCthgE microsoft. EOM/NAME Microsoft Confidential - This content is confidential and proprietary information intended for Microsoft employees only and provides the following user
><f — rights: View, Reply, Reply All, Save, Edit, Print, and Forward,

Type="URL"=http://exchange.microsoft. com/_\ wmcs</ADDRESS>—</OBJECT>-<PUBLICKEY>—<ALGORITHM>RSA<,/ Permission granted by: devb@m‘:crosoft.tom

ALGORITHM><PARAMETER name="public-exponent"=<val This message has not been sent.
EI'IEDd‘\ ng= 1rrteger32 >65537</VALUE>—</PARAMETER>—<PARAMETER name="modulus"=<VALUE =

] calendar

size="1024">V5FYYonKknmGtH/ IWHyINeAMmMCludVnjE3LGSWTO4CBYS Smr2ls a3l taGrhjfydkALc7UzQoL 8GyG 16T
O7fF/RALLN/Qp1gqwRr tUnWY&gLr IMVSyZgTd4 I00ymO1vo5ETsZe§6vhgGe 1adI4NIuolxakhSMoMy+h/Ixh9f 7 Aur g= = 5 T
</VALUE></PARAMETER></PUBL ICKEY><SECURITYLEVEL name="X509-Issuer” value="OU=Secure Server Subject: Tehoma  ~Ji0 -|A" &" A~ I
certification Authorit O=&quot; RSA Data Security, Inc.&quot;, C=US" /><SECURITYLEVEL T @ . - Bz . A
X509-Subject” value="CN-exchange.microsoft.com, ou=Terms of use at - Sumaimesie Sniing Sompsn, Baan 1008
www. verisign. com/rpa (c)00, OU=Exchange Dogfood Lab, o=Microsoft, L=Redmond, S=washington,
/>-<SECURITYLEVEL name: "server-version" value="1.0.3012.0" />-<SECURITYLEVEL Corporate Finance Team)
X509-serial-Number” wvalu 4D4625817DCD38508D09529A00725AA4 " /><SECURITYLEVEL
A S$r\(er iﬁu" value="12345- 1237003D00271§968" /></IS5UER><ISSUEDPRINCIPAL 5><PRINCIPAL Please review the attached document regarding uidelines for securing sensitive IP.
internal-i ><0BJECT type="Group-Identity"><ID

Paste

Type="windows">5-1-5-21-124525095-708259637-1543119021-79968</ID><NaME>mikeTonamicrosoft. com Eont..
</NAME></0BJECT><PUBLICKEY><ALGORITHM>RSA</ALGORI THM><PARAMETER
public-exponent "><VALUE encoding="integer32">65537</VALUE></PARAMETER><PARAMETER
moduTus"><VALUE encoding="basesd 3= | Bullets

v Paragraph...

ize="1024">6TEs1evbG37 2ZUDknSWaTHr /@HIAZHGA4 IT02AYMWT 5UXUkc2210c f gmxgwnDVndZUWC740F40WH/yHD Dev P. Balasubramanian " i= Numbering
Kdn/mshos?+os apbPuulcTkaaf18zd4r nhoFyarsiuMxsglzhgezcdHhedrefzi YGdEHQ] ixwM37axdFvODZPS /V+QBA= Program Manager — Information Protection
</VALUE></PARAMETER></PUBLICKEY></PRINCIPAL></ISSUEDPRINCIPALS><WORK><OBIECT type="Microsoft Windows Security Hyperlink.
office Document”><ID Microsoft Corporation ha
type="M5-GUID">{05CF3DD3-57CD-4CFD-8220- 51(511EBZDGA}</ID><NME>M1 crosoft office vb@micr m =
Document</NAME><,/0BJECT><METADATA><OWNER><OBJECT><ID type="wWindows" Il | Phone: 425-705-1267 | Fax: 425-936-7329 | Cell: 314-757-2352 o
/>-<NAME>] stottm@exchange microsoft. com</NAME></0BIECT></0OWNER></METADATA><RIGHTSGROUP Translate
name="Main-Rights" ><RIGHT5LIST><VI W><CONDITIONLIST><ACCESS><PRINCIPAL
internal- sealed-key"><VALUE encoding="baseg4"
N size="1536">xwrPoakx] wqﬁHstqutq i DathAURTD/kadWTf'I /H9eTycPnZUBZ2BP105d29TSS8ZF0K7Y/AMATHT Save Selection as a New Quick Style...
8Q/8/ZVOHVIGUCEQ] YMWLVWMNeC T xrrrfs?‘l py3EcUShROmeLNh0zPVVGIUMRH,/0avXBoLaxh/p/NTcyc3zMmow/ 2kmooud ~

Select Text with Similar Formatting




RM Client

Boundary of rights:

Read Only
Edit
Print

Copy
Expiration
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Rights Management Usage Scenario
revent unauthorized distributed confidential document in Document Library
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y IGL_Sha"re_,d Documents

lome > Contoso Finandal Welcome Dev Balasubramanian ~ | My Site | | @) |Beta Feedback
's* Contoso Finandal This List <) Advancad Seardh
== Contoso Financial > Shared Documents
, Shared Documents
View All Site Content Share a document with the team by adding it to this document library.

' Shared Documents Type Name Modified i Modified By

Pictures B)]  ContosoFinandial - ROI Analysis ! new 5/19/2006 5:24PM Dev Balasubramanian
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Y aF Ie_qu(edDocuments - v B v [7]Page v {G; Tools ¥

lome > Contoso Finandal Welcome Dev Balasubramanian v~ | My Site | | @ | Beta Feedback

2.8 . .
#" Contoso Finandial This List v Advanced Search

== Contoso Financial > Shared Documents
Shared Documents

View All Site Content Share a document with the team by adding it to this document library.

' Shared Documents Type = Name Create Column N i @ Modified By

Pictures B  Contoso Financial - ROI Analysi fil N 0 e a0 06 5:24PM Dev Balasubramanian

S Add Columns from Site Columns

» Calendar Pick from a list of existing columns on ‘
\ Tasks this site and parent sites.

Create View
Create a view to select columns,
filters, and other display settings.

Document Library Settings
Manage settings such as permissions,
columns, views, and policy.

% 5 = =
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lome > Contoso Finandal Welcome Dev Balasubramanian v | My Site | | @) |Beta Feedback

1.8 . .
#" Contoso Finandial This List v Advanced Search

P gontoso Financial > Shared Documents
E Shared Documents

Document Library Settings
Manage settings such as permissions,
columns, views, and policy.

View All Site Content Share a document with the team by adding it to this document library,
' Shared Documents Type Name ﬁm Create Column N i @ Modified By
Pictures B  Contoso Financial - ROI Analysi fil N 0 e a0 06 5:24PM Dev Balasubramanian
Lists Add Columns from Site Columns
» Calendar ﬁm Pick from a list of existing columns on
 Tasks this site and parent sites.
.- Create View
m Create a view to select columns,
filters, and other display settings.
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Y I @ Customize

lome > Contoso Finandal Welcome Dev Balasubramanian v~ | My Site | | @ | Beta Feedback
4
2t

Contoso Financial
Contoso Financial > Shared Documents > Settings

Customize Shared Documents

Name: Shared Documents \
Web Address: http://aharmetz11/contosofinancial /Shared Documents /Forms/Allltems.aspx

Description: Share a document with the team by adding it to this document library.

o General settings s Permissions for this document library o RSS settings

s Versioning settings s Information Rights Management

s Advanced settings o Workflow settings

@ Save document library as template @ Information management policy settings I

s Manage checked out files
‘ s Delete this document library
o Audience targeting settings

—

 Columns

A column stores information about each document in the document library. The following columns are currently available in this document library: A column
‘ stores information about each item in the list. The following columns are currently available in this list:

Column (click to edit) Type Required
| Title Single line of text

Created By Person or Group

Modified By Person or Group

Checked Out To Person or Group

o Create column
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¢ | @ Information Rights Management Settings R BB 7o [T Rage. G Tooks.»

lome > Contoso Finandal Welcome Dev Balasubramanian v | My Site | | @ | Beta Feedback
4
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Contoso Financial
Contoso Financial > Shared Documents > Settings > Information Rights Management Settings

Information Rights Management Settings

Information Rights Management (IRM)

IRM helps protect sensitive files from being misused or distributed without Restrict permission to documents in this library on download:
permission once they have been downloaded from this server. Learn more Permission policy title:
about IRM., :

[ l
Example: Company Confidential

Permission policy description:
l

Example: Only discuss the contents of this document with other
employees

|| Allow users to print documents
| Users must verify their credentials every:
davs
| 1Do not allow users to upload documents that do not support IRM
|| Stop restricting permission to documents in this library on:
[6/18/2006
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lome > Contoso Finandal Welcome Dev Balasubramanian v | My Site | | @ | Beta Feedback
4
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Contoso Financial
Contoso Financial > Shared Documents > Settings > Information Rights Management Settings

Information Rights Management Settings

Information Rights Management (IRM)

IRM helps protect sensitive files from being misused or distributed without Restrict permission to documents in this library on download:
permission once they have been downloaded from this server. Learn more Permission policy title:
about IRM., :

Contoso Confidential

Example: Company Confidential
Permissi Ky desscrotions

This document contains confidential information

Example: Only discuss the contents of this document with other
employees

Allow users to print documents
[¥] Users must verify their credentials every:
30 days
[T1Do not allow users to upload documents that do not support IRM
[¥] Stop restricting permission to documents in this library on:
12/31/2006 H
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lome > Contoso Finandal Welcome Dev Balasubramanian ~ | My Site | | @) |Beta Feedback
's* Contoso Finandal This List <) Advancad Seardh
== Contoso Financial > Shared Documents
, Shared Documents
View All Site Content Share a document with the team by adding it to this document library.

' Shared Documents Type Name Modified i Modified By

Pictures B)]  ContosoFinandial - ROI Analysis ! new 5/19/2006 5:24PM Dev Balasubramanian
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lome > Contoso Finandal Welcome Dev Balasubramanian v~ | My Site | | @ | Beta Feedback

2.8 . .
#" Contoso Finandial This List v Advanced Search

== Contoso Financial > Shared Documents
Shared Documents

View All Site Content Share a document with the team by adding it to this document library.
' Shared Documents Type Name ) Modified @ Modified By B
Pictures || ]  [Contoso Finandial - ROI Analysis ! new ~| 5/19/2006 5:24PM Dev Balasubramanian
Lists View Properties
. Calendar Edit Properties
%I Manage Permissions
=) Edit in Microsoft Office Excel
X  Delete
Send To »
|y CheckOut
Workflows
Alert Me







= - Contoso Financial - ROI Analysis.xls [Comipatibility Mode] - Microsoft Excel
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I Delete ~ E -
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=lFormat ¥ || (2~ Fitter~ Select ~

cditing

‘ X
© Contoso Confidential This document contains confidential information ‘ Change Permission... |
6 Expiration Permission will expire within 60 days.
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Contoso Financial
Capital budgeting—return-on-investment (ROI) analysis
1/1/2006

Data cell key
User data entry or item description
Formula cells: Totals are calculated and filled in automatically.

Investment overview

Project name: 2006 Financial Planning

Project sponsor: Steve Masters

Date of request: 1/1/06

General description of benefits: Calculate Contoso Financial's expected ROl as part of overall
financial planning for fiscal year 2006.

Cash flow and ROI statement
BENEFIT DRIVERS

YEAR

111

D Don

Sa non oon S
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